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Confidence in the On-line world is at risk

The Internet has transformed the world to immense benefit. But increased publicity for abuse, bullying and crime has cut usage among those who government and both public and private sectors are still seeking to encourage to do more with them on-line. There is a growing resistance towards provide personal information or contact details, lest these be leaked, sold and/or abused. The effects are compounded by the deletion of existing contact files because of interpretations of the General Data Protection Regulation. Cumbersome processes to get “consent” for the blanket collection of data for vague purposes and/or provisions to third parties do not help.
Usage by vulnerable adults and the elderly has plateaued and may be falling

Recent ONS data on Internet usage indicates that fewer than half of UK adults have completed a government form on-line. Most pensioners do not go on-line at all, save to read e-mails. They are right to be frightened. Details are said to be available on the dark web to impersonate most of them. Over 10% of adults are said to have already been victims of on-line fraud and have difficulty in reporting, let alone obtaining support and/or redress. 
There is much good on-line safety advice but the processes for reporting problems to some-one who will take action are seriously overloaded. Victim Support commonly lacks the necessary resource or expertise as do Citizens Advice and Elder Abuse. Meanwhile the processes of the Internet Service, On-line transaction and Social Media providers are regularly criticised for being difficult to contact and/or failing to respond to reports of fraud and abuse.

Many victims want some-one to talk to. Hence the overload that has crippled Action Fraud, one of the few services to offer this. The need is to train health and welfare staff and volunteers to respond with processes to call on assistance from those (including security and legal professionals) who know what can be done, how to secure action and, perhaps, submit an actionable crime report.     
Children are fearful and girls are being driven off-line

Between 25% and  30%  of children have been bullied on-line. One in eight admit to bullying. 20% admit to meeting strangers. 10% of those who videochat have been asked to change or undress. Nearly one in six have seen something that encourages self-harm. They bottle it up. 40% have never talked to anyone about the worst that has happened to them on-line. Until recently systemic on-line misogyny was a taboo subject. Today we have to recognise that it is driving half the world off-line, from girls to chief executives.       
There are many good sources of advice and on-line materials including the NSPCC , Childrens Society, London Grid for Learning and Childnet . These need to be used by many more teachers and school support staff, by health, welfare and youth workers and by faith and community groups to educate and engage both children and parents.  They should be linked to processes for harnessing the talents of those at risk to protect each other and explore cyber related jobs and career.        
The concerns to be addressed include:  

· Abuse - child, adult and elder (ad hoc, targeted, random, local, remote…)
· Bullying - including that linking physical and on-line, within schools or communities   
· Control – e.g. gangs using social media targeted at local audiences
· Deception - impersonation, loss of identity, loss of access etc.  

· Extortion - may be sexual, social and/or linked to control/grooming not “just” financial  
· Fraud - all levels, including SMEs and courier fraud
· Grooming - 1/3 of the child abuse images reported to the IWF last year were “selfies” 
Possible Projects (and objectives/deliverables) to be brought together include: 

· Guidance on GDPR for voluntary groups and those working with them who have no wish to provide personal information about their themselves and their supporters, members or clients to third parties unless with their explicit informed consent. To digest current incoherent guidance into succinct,  authoritative and usable material for agreement with ICO - and publicise it. 

· Seminars to train teachers, youth and community workers, health and welfare staff in the detection of symptoms of abuse, bullying and/or grooming and the use of existing on-line safety materials to educate target audiences. Exercises with organisations like the Grids for Learning to identify/produce/publish materials and with relevant professional bodies and trade associations to identify/train volunteers with security expertise to help with delivery. 
· Finding professionals, volunteers and materials to help Victim Support and Citizens Advice with relevant technical/legal expertise to handle cyber victims, including to obtain redress where  practical/realistic. Exercises to trawl security professional bodies, trade associations, training providers, law firms and employers for volunteers with relevant expertise and experience. 
· Organising/testing/delivering on-line safety material that addresses the evolving concerns of target audiences: e.g. “How do you to protect your phone against abuse, control, key-logging, tracking etc”.. “What to do if“  Identification of well informed and connected supporters/sponsors with business cases for putting in serious effort. 
· Identifying and promoting the services of those offering virtual CISO/SOC and/or legal services to SMEs. Co-operation with professional bodies, trade associations, product and services suppliers and Internet service providers who unable to otherwise address 95% (by number) and 50% (by value) of the cybersecurity market and/or whose ability to move customers on-line is suffering.
· Identify those willing to act as police service volunteers (warranted or not), including to provide non-emergency back up to local community police teams. This requires restarting work on the governance of voluntary co-operation between industry and law enforcement and on the use trained volunteers akin to the EURIM-IPPR study a decade ago.    
· Skills and careers out-reach with a priority for turning to turn those at risk into assets: The aim is to organise local access to the relevant national programmes. The success of the Plymouth pilot (which needs a new write up now that it has been packaged for replication with help from DCMS and others) indicates what can be achieved but also the pre-condition for success and the problems that have to be overcome.   
·  Addressing the way girls are driven off-line: Work with Cybergirls First to produce video and materials package covering risks, self protection and careers advice, plus contacts and support services. Success depend on assembling a critical mass of employer wishing to publicly position themselves as employers of choice for girls (at all levels).
· To bring together best practice in the above (some being worked on by many) in local geographic partnerships to show how they could/should fit together to transformative effect.
Norwood Forum contact: csp@norwoodforum.org 
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